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GLOSSARY

The following definitions should be understood within the context of this report as they can
very across different jurisdictions.*

Asset freezing is the temporary prevention of the transfer, disposition, or movement of

an asset imposed by a competent authority. It is typically used to prevent criminals from
accessing and using their assets while an investigation is ongoing or while they are awaiting
trial. Financial sanctions imposed on private individuals also very often take the form of an
asset freeze.

Confiscation is the permanent deprivation of property by order of a court or other
competent authority. It is typically used after a criminal conviction, and it can be used to
punish the defendant, deter crime, and compensate victims.

Financial sanctions are measures imposed on private individuals and companies, which
very often take the form of an asset freeze. These are imposed independently of any
criminal or civil proceedings.

Forfeiture is the transfer of ownership of an asset from an individual to the government. It is
typically used in cases where the property is directly linked to a crime, such as corruption,
the drug trade or the proceeds of tax evasion.

Seizure is the physical appropriation of property (including cars, yachts, or artwork) by a law
enforcement agency. It is typically used to prevent criminals from destroying or disposing
of evidence, to protect victims, and to ensure that assets can be forfeited or confiscated if
the defendant is convicted.
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EXECUTIVE SUMMARY

In the aftermath of the Russian invasion
of Ukraine, many countries faced
challenges in acting swiftly to implement
the unprecedented number of sanctions,
including asset freezes, imposed against
Russian individuals and entities. As the
speed of the adoption of new sanctions
packages has slowed down, attention
has moved towards questions over the
implementation and enforcement of these
sanctions.

Several investigations have shown the
legislative and policy loopholes and
implementation and enforcement gaps
that have been taken advantage of by
individuals and businesses to evade these
sanctions since 20222 Better understanding
how sanctions can be effectively
implemented and enforced is, therefore,

of great relevance today both for the
Russian sanctions and beyond. In the field
of asset recovery, the implementation and
enforcement of anti-corruption sanctions is
of particular importance.

To evaluate and understand the
mechanisms for the enforcement of
sanctions, this study provides a comparative
look at how enforcement is being carried
across key jurisdictions. In so doing, it

is a companion to From Sanctions to
Investigations, our report published in
2023 looking at sanctions implementation
and the link between sanctions and

asset recovery, as well as the policy
recommendations that came out of this
report in 2024.

This second report highlights several
important elements when it comes to the
enforcement of sanctions through both

a review of the literature and through
laying out the institutions, penalties and
actual enforcement of sanctions across
jurisdictions in Europe and North America.
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As in previous work we and others have
carried out, it reiterates the importance

of linking sanctions to asset recovery.
When sanctions are placed on persons or
entities who are believed to be involved
in the misappropriation of public money,
sanctions should not be the end goal.
Rather, there should be consideration

of whether originating crimes could be
prosecuted or whether crimes occurred
in the introduction of those assets into the
sanctioning jurisdiction.

For that to be a consideration, sanctions
need to be effectively implemented

and enforced. States are likely to find
challenges in this enforcement due to

the methods sanctioned persons go to in
order to disguise ownership so that they
can continue to use assets that should be
frozen or seized. This includes techniques
similar to those used by corrupt actors in
hiding money more broadly, such as using
hidden ownership structures, transferring
assets to non-sanctioned family members
and associates prior to designation, avoiding
thresholds for automatic declarations /
suspicious transaction reports, and removal
of assets before designation to jurisdictions
unlikely to sanction.? An additional
challenge may come from complexities
within sanctioning regimes and changes

to those regimes, making it harder for
private actors to effectively ensure assets of
designated persons are frozen.

Legislation and policy that allow for these
loopholes needs to be revised so that
sanctions are more effective. Further,
looking across the eight jurisdictions
considered, plus EU reforms, there are
several steps that could be taken by
governments to strengthen enforcement
itself, building on the approaches that have
already been taken, to ensure compliance
with sanctions.#
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RECOMMENDATIONS

Ensure robust legislation and
policies are in place that foresee,
and address, techniques used to
evade sanctions, such as checking
for and being able to prosecute
unexplained transfers of ownership
or to other jurisdictions prior to
designation;

Properly resource and staff
institutions responsible for
enforcing sanctions and implement
requirements to report publicly and
regularly on enforcement actions
taken;

Address the surrounding
structures, including around
secrecy in company ownership,
that undermine efforts to enforce
sanctions through legislation, policy
and institutions;

Review legislation to ensure
coherence with other jurisdictions’
sanction evasion laws and policies
and consider the introduction of
civil enforcement routes, where not
currently existing;

Work with other jurisdictions,
including those not sanctioning, to
ensure that they cannot be used as
a safe haven for sanctions evasion;

Consider linking the imposition of
fines and assets confiscated as part
of sanctions enforcement actions
to the victims of crimes related to
the sanction designation. Where
anti-corruption sanctions are in
place, consideration should be
given to the disbursal of fines to the
people of the country where the
corruption occurred;
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Review sanctions enforcement
legislation and policy in light of
the Civil Society Principles on
Sanctions and Asset Recovery and
other best practice standards;

Address the use of strategic
lawsuits against public participation
(SLAPPs) and implementing
protection for journalists, civil
society and citizen activists
engaged in public work from the
threat of litigation, currently being
used to avoid scrutiny over actual
and potential sanctioned assets.
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INTRODUCTION

Asset freezing sanctions are a type of
sanction that temporarily restrict access
to bank accounts and other assets. Asset
freezing sanctions can be applied to
individuals, corporate entities and States
as a whole. For the purposes of this
publication, only asset freezes concerning
individuals and corporate entities are
discussed.®

In practice, the imposition of sanctions
then typically means that any assets, be it
financial assets, moveable or immovable
property or other, cannot be made available
to the individual or entity, nor can they
benefit from them in the form of receiving
rents, for example.® The assets are frozen
and unusable except for specific purposes
while the sanctions are in place. This
process does not, however, mean that
assets are permanently confiscated or
change ownership”

Individual asset freezes are a highly
targeted, specific subset of sanctions. There
are many different forms of sanctions,
which range from such targeted or “smart”
measures, to broader diplomatic, economic
and trade embargoes imposed on whole
sectors of trade, economic or cultural
activity. Over the years, there has been

a shift from broad economic sanctions
towards these targeted sanctions that
address the wrongdoing of a certain group,
individual or a business entity. This evolution
is a result of evidence that wide economic
sanctions imposed on a country as a whole
can inflict substantial harm on the general
population, with the aim with individual
asset freezes being to target and impact
only the group of responsible individuals,
often the ruling elite itself®
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Traditionally, sanctions regimes have

been designed and organised as ‘country’
regimes, which designate individuals
suspected of wrongdoing linked to a
particular jurisdiction. For instance, the

EU imposed targeted asset freezes
through a country-level regime during
Egypt's political revolution in 2011. With
the rise in targeted sanctions, there

has, however, been an increased use of
‘horizontal’ sanctions lists, which do not
refer to a specific country, but rather target
individuals and entities based on a thematic
principle, such as their involvement in
grand corruption, human rights abuses or
cybercrime. These horizontal sanctions
regimes do not make an explicit link to a
country and are particularly suitable for
tackling transnational challenges, such as
corruption.®

Asset freezing sanctions, like sanctions in
general, have diverse objectives. Some key
overarching objectives usually mentioned in
the literature are:

1. to change the behaviour of the
target,

2. todisrupt the target's malicious
activities, and

3. tosignal disapproval by the
sanctioning jurisdiction.

Objectives related to this include whether
sanctions are intended to force change,
affect domestic policy or international
reputation, or uphold international norms
and order®

In previous research, we have examined
the link between the imposition of these
asset freezing sanctions, implementation
of these sanctions and investigations into
the potential criminal origin of sanctioned
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assets.? In this research paper we turn

to the issue of sanctions enforcement

and look at the ability of key sanctioning
jurisdictions to ensure that sanction
regimes are properly complied with, current
challenges in sanctions enforcement

and the relationship between sanctions
enforcement and asset recovery.

\X/e do this across several sections:

»
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Section 1 explores the enforcement of asset freezing sanctions. Starting with

a discussion of the importance of sanctions to asset recovery, it then looks

at obstacles in linking sanctions to asset recovery, before turning to why
enforcement of sanctions is important and how key jurisdictions are doing this. It
then reflects on challenges in enforcing sanctions and how effective sanctions
enforcement can contribute to asset recovery.

Section 2 comprises of a discussion of how eight jurisdictions enforce sanctions.
Looking at institutions, penalties and enforcement actions, it provides detail on
how sanctions are enforced and the consequences for sanctions evasion in
Canada, France, Germany, ltaly, Spain, Switzerland, the UK and the US. It also
reflects on EU reforms introduced in 2024.

Section 3 concludes the paper with the findings of the report and makes
recommendations for strengthening sanctions enforcement mechanisms that
apply broadly to any jurisdiction implementing sanctions.
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Sanctions enforcement is an important area of the implementation of sanctions. It involves
ensuring that asset freezes and other aspects of sanction designations are complied

with by private actors through the use and potential use of actions by law enforcement
authorities to penalise sanction evasion.

In this section the reasons why sanctions are important to asset recovery are considered,
as well as obstacles in linking sanctions to asset recovery, why enforcement of sanctions is
important and how key jurisdictions are doing this. It then turns to challenges in enforcing
sanctions and how effective sanctions enforcement can contribute to asset recovery.

WHY ARE SANCTIONS IMPORTANT TO

ASSET RECOVERY?

International targeted sanctions play a

role in asset recovery by enabling foreign
governments to take action against the
assets of individuals in power or protected
within their home countries. In many cases,
domestic prosecution is impossible due

to political or legal influence. Therefore,
sanctions provide a mechanism for freezing
such assets abroad, even when domestic
legal action is unfeasible. They allow
governments to take proactive measures
by preventing suspected corrupt officials
from moving assets out of their jurisdiction,
even before an official request is made by
the country where the crime took place.

Over the past decade, sanctions have
evolved from being seen merely as
temporary foreign policy tools to becoming
potential precursors for permanent asset
forfeiture through judicial processes.* This
shift has been particularly notable in cases
where sanctioned assets are suspected to
be derived from corruption or other criminal
activities. Sanctioned assets are often
subject to administrative investigations that
probe the legitimacy of their origins. If these
investigations uncover signs of corruption,
law enforcement agencies can initiate
criminal investigations, which may lead

to legal proceedings aimed at recovering
assets that fall into three broad categories:
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assets linked to sanctions violations, assets
tied to broader criminal activities, and
unexplained wealth.

The international response to Russia's
invasion of Ukraine has underscored the
need for more robust mechanisms to
identify and confiscate sanctioned assets.
This has sparked innovation in sanctions
policy and enforcement, driving both
national and international efforts to expedite
asset recovery. Notable initiatives include
the U.S. KleptoCapture Task Force's and

the European Union's Operation OSCAR.
These programs are designed to enhance
the investigation and seizure of frozen
assets. Operation OSCAR,* launched in
2022, exemplifies these efforts by cross-
referencing databases from Europol,
Frontex, and Eurojust to detect criminal links
to sanctioned assets, support investigations,
and facilitate their confiscation. By 2023, the
operation had already initiated 84 cases,
according to sources

Ultimately, sanctions can serve as a
powerful tool in asset recovery by freezing
illicit assets, enabling investigations, and
laying the groundwork for legal actions that
can lead to their permanent confiscation,
particularly when linked to corruption or
criminal activity.
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WHAT ARE THE ISSUES IN LINKING
SANCTIONS TO ASSET RECOVERY?

Despite the potential of sanctions to aid
asset recovery, significant obstacles remain
in transforming temporary sanctions into
the permanent confiscation of illicit assets.
Law enforcement authorities across various
Jjurisdictions have the legal tools to pursue
sanctioned assets when there is evidence
of criminal origins. However, the rate of
investigations triggered by international
sanctions remain low.

A major challenge lies in the absence of
clear legal frameworks and incentives
that would encourage authorities to
actively investigate sanctioned assets.
While sanctions are increasingly seen as
a gateway to asset recovery—particularly
in the wake of Russian sanctions—many
key jurisdictions have yet to implement
the necessary measures to link them to
asset recovery. Sanctions without proper
investigations often result in the de-listing
of the individual and the release of all
assets, as it has been the case for the
Egyptian former ruling family.*®* Moreover,
effective asset recovery often requires
transnational collaboration, which is
hampered by differing legal standards
and complicated cooperation between
financial regulators, tax authorities, and law
enforcement across borders.*®

Collaboration with the country of origin

of sanctioned individuals is also crucial
but can pose significant challenges to the
asset recovery process. Establishing a
criminal conviction in the home country can
be particularly dificult, especially where
sanctioned individuals remain in power or
hold significant influence. In such cases,
domestic legal proceedings in the country
of origin may be prolonged or obstructed,
while sanctions themselves are often
temporary measures. Additionally, some
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regimes view sanctions as non-transparent
or as foreign interference, leading them

to disregard international efforts, further
complicating cooperation and the potential
for successful asset recovery.?°

Detecting and tracing sanctioned assets
can also be extremely challenging, as
kleptocrats and corrupt actors are often
highly adept at hiding the origins of their
wealth. They frequently use complex
networks of shell companies, offshore
accounts, and opaque financial structures to
obscure their ownership and involvement,
making it difficult for investigators to
establish a clear link between assets and
illicit activities. This sophisticated evasion
complicates the efforts of both national

and international authorities, who must

sift through layers of financial secrecy to
uncover the true ownership of frozen assets
and gather sufficient evidence to trigger
legal proceedings.
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WHY IS ENFORCING SANCTIONS
IMPORTANT?

Anti-corruption sanctions alone are
insufficient to tackle kleptocracy and
should not be viewed as an end in
themselves. According to the Civil Society
Principles on the Use of Anti-Corruption
Sanctions as a Tool for Asset Recovery,#
developed in collaboration with civil
society organizations focused on asset
recovery, it is crucial that the imposition
of anti-corruption sanctions be linked,
through law or policy, to the initiation of
investigations by law enforcement into
the origins of the sanctioned wealth, as
well as to clear guidelines for the private
sector, the publication of transparent
property registers, and other means of
enforcement.2 Without such follow-up
actions, sanctions risk becoming merely
temporary diplomatic tools with no lasting
impact, thereby diminishing their deterrent
effect.

Consistent and robust enforcement of
sanctions is also essential to prevent
circumvention or evasion.?® Breaches

of sanctions should incur criminal or
administrative penalties; otherwise,

the sanctions lose their effectiveness.
Coordinated enforcement across
Jjurisdictions is key because individuals or
entities under sanctions may seek to exploit
legal loopholes by moving their operations
to countries with weaker enforcement. As
highlighted in our collaborative Russian
Escape investigation, published in 2023,
when governments fail to enforce
international sanctions, they may signal
tolerance for financial flows from dubious
sources. This investigation underscored,
for example, the urgent need for better
information-sharing on sanctioned assets 2
Without such transparency, some countries
risk becoming hotspots for sanctions
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evasion, particularly where public oversight
is lacking.

Moreover, when implementing anti-
corruption sanctions, law enforcement
authorities should plan to transition from
sanctions to investigations, prosecutions,
and eventually, asset recovery. By initiating
criminal investigations into the origins of
assets under sanction, authorities can aim
to confiscate tainted assets or repurpose
fines collected from sanctions evasion

to benefit the victims of the underlying
crimes. Such measures would not only
enhance the effectiveness of sanctions but
also contribute more broadly to efforts for
accountability and justice
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CIVIL SOCIETY PRINCIPLES
ON THE USE OF ANTI-CORRUPTION SANCTIONS
AS ATOOL FOR ASSET RECOVERY

Sanction regimes specifically designed to tackle corruption should be established,
effectively implemented and monitored. Where appropriate, they should be implemented in
coordination with other jurisdictions.

Anti-corruption sanctions alone are not enough to address kleptocracy. The imposition
of anti-corruption sanctions needs to be linked through law or policy to the opening of
investigations by law enforcement into the origins of sanctioned wealth. Investigations
should take place in the sanctioning jurisdiction and, where applicable, the country
requesting the imposition of sanctions. The opening of an investigation in the sanctioning
Jjurisdiction should be irrespective of the opening of an investigation in the jurisdiction
where the corruption is alleged to have taken place. As part of this, on implementing
anti-corruption sanctions, law enforcement authorities should set out plans to move from
sanctions to investigations, prosecutions, and eventual asset recovery.

Requests from the jurisdiction where the alleged corruption took place should not lead
automatically to the closure of investigations into criminality in the sanctioning jurisdiction.
This should be the case even where sanctions have been imposed on the request of

that jurisdiction. Assessments should be made that address the likelihood of the alleged
corruption leading to a criminal conviction in the jurisdiction where the corruption took place
and any lifting of sanctions should be taken on the basis of assisting a conviction consistent
with the rights of the defense and the principle of a fair trial elsewhere

Criteria should be established for the designation or lifting of anti-corruption sanctions to
avoid political interference in this process. This should include transparent designation
criteria and a commitment to apply sanctions consistently. Designations should be public
and published in a timely manner. They should include as much background information on
the designation as possible within the remit of ongoing investigations. Court decisions and
confiscations relating to those sanctions should be published.

Provision should be made to engage with independent civil society organizations in both
the sanctioning jurisdiction and the jurisdiction where the corruption occurred throughout
the process. Any reasoned request from civil society for the imposition of anti-corruption
sanctions in relation to a given person should be followed by an appropriate examination
and responsible authorities should provide a reasoned response within a reasonable
timeframe.

Information should be publicly disclosed on aggregate amounts frozen under anti-
corruption sanctions regimes to allow for public and civil society oversight over the
implementation of sanctions regimes.

Anti-corruption sanctions should be effectively implemented, and measures should be
in place to monitor and enforce compliance.Institutions or agencies should be assigned
or established to oversee the effective implementation of anti-corruption sanctions and
respond to breaches. These institutions should be properly resourced.Breaches of anti-
corruption sanctions should incur penalties commensurate with their severity.

The imposition of sanctions should be linked to a broader anti-corruption strategy in the
sanctioning jurisdiction and in the jurisdiction where the corruption occurred to reduce the
need for sanctions in the long term.

CIFAR.EU
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SANCTIONS ENFORCEMENT IN KEY
JURISDICTIONS

For this report, we closely examined how
eight key national jurisdictions enforce
international sanctions, as well as the EU.
This examination revealed varying levels
of enforcement powers, institutions and
issuance of penalties for non-compliance.

Overall, while some countries have robust
systems in place and are taking strides to
ensure that sanctions are enforced, there is
work to do in many countries to ensure that
sanctions are effectively enforced. There
are also clear differences in how the eight
jurisdictions enforce sanctions, paving the
way for some jurisdictions to be viewed

as less stringent on sanctions evasion by
persons looking to house potentially illicit
assets.

ENFORCEMENT INSTITUTIONS

All eight jurisdictions have legislation in
place and institutions to enforce sanctions
breaches. The most well known of

these is likely the US Department of the
Treasury’s Office of Foreign Assets Control
(OFAC). OFAC has been actively engaged
in monitoring for breaches and has

issued fines against financial institutions,
companies, and manufacturers for
sanctions breaches. Its mandate extends
to prosecuting non-US companies and
banks that use US financial institutions for
payments related to US sanctions.?® Similar
specific sanctions enforcement agencies
exist in the UK and Germany. In the UK
sanctions are jointly enforced by Office of
Financial Sanctions Implementation (OFSI)
and the National Crime Agency (NCA).
OFSI has the mandate to impose civil
penalties,? while the NCA has the power
to institute criminal proceedings to enforce
sanctions compliance.?® In Germany, the
Central Office for Sanctions Enforcement
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coordinates the work of the authorities and
institutions around sanctions enforcement,
investigates frozen assets and enforces
asset freezing orders,? while the public
prosecutor's office is responsible for
investigation and prosecution of sanctions
offences.®

In other jurisdictions, non-sanctions specific
government agencies have the mandate

to enforce sanctions. In Canada, sanctions
enforcement is conducted by the regular
law enforcement authorities, with the Royal
Canadian Mounted Police and the Canada
Border Services Agency responsible for
enforcing sanctions, and prosecutions
conducted by the Public Prosecution
Service of Canada3! A stand alone agency
should however be established by 202532

In France, the Ministry of Economy and
Finance is responsible for taking decisions
to prosecute cases where sanctions are
breached and directs the case to the
competent Prosecutor,? while in Italy

it is the Guardia di Finanza (Financial
Police) which are primarily responsible for
investigating sanctions violations.?* In Spain,
the General Secretariat of the Treasury
and International Finance can implement
a freeze of the corresponding assets in
case of sanctions infringement,?® while the
police and Guardia Civil can investigate
and refer cases to the public prosecutor.3®
In Switzerland the State Secretariat for
Economic Affairs (SECO) monitors and
enforces compliance, with the authority

to investigate and take action against
breaches of sanctions.?”

Some jurisdictions have also established
specific task forces to enforce specifically
the Russian sanctions. In France, for
example, a designated task force was
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created in 2022 to freeze and seize
assets of targeted individuals.2® The
Ministry of Economy and Finance and
Ministry of Justice were tasked under this
with identifying legal opportunities for
confiscation of those assets.3

The EU's Directive (EU) 2024/1226 of the
European Parliament and of the Council of
24 April 2024 on the definition of criminal
offences and penalties for the violation of
Union restrictive measures and amending
Directive (EU) 2018/1673%° - the so-

called Sanctions Enforcement Directive

- will introduce a common framework

for sanctions enforcement in the EU. As
part of this, it requires EU Member States
to designate an authority responsible

for coordinating with other European

law enforcement bodies responsible

both for implementing EU sanctions

and for ensuring cooperation between
Member State bodies and European law
enforcement agencies, such as Europol
and the European Public Prosecutor's Office
(EPPO).4

PENALTIES

Consequences imposed for sanctions
violations include criminal penalties for
most jurisdictions looked at.

Canada sets differing penalities for
violations of the United Nations Act and
Special Economic Measures and Justice
for Victims of Corrupt Foreign Officials Acts,
ranging from fines of up to between CAD
25,000 - 100,000 (EUR 16,000 - 66,000)
and prison terms of up to between 1 and
10 years.*? France has criminal penalities
for violations of international sanctions of
up to 5 years of imprisonment, confiscation
of related goods and fines of up to EUR

5 million.#3 Legal persons can also be
punished with a fine of up to 10 times

the transaction value that infringed the
sanction.# Germany has criminal penalities
for intentional violations of up to 10 years,
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as well as up to EUR 10 million in fines for
legal persons and confiscation of profit
from transactions involved. In Italy criminal
penalties for intentional violations can

result in up to six years imprisonment and

a maximum fine of EUR 250,000,4¢ while in
the UK criminal penalties are a maximum of
7 years imprisonment and / or an unlimited
fine# In Switzerland the maximum penalty
for serious cases is up to five years’
imprisonment or a fine of up to CHF 1
million*® (EUR 1 million). In the US intentional
criminal sanctions violations can result in

up to USD 1 million per violation and/or up
to 20 years' imprisonment.4 Spain does not
currently criminalise sanction violations.s°

Civil penalities also exist in most
jurisdictions.

Canada has had civil penalties available

for sanctions violations since July 2024.
These can range from CAD 1 for minor
infringements to CAD 500,000 (EUR
333.000) and are brought by the Financial
Transactions and Reports Analysis Centre of
Canada (FINTRAC).5* When not intentional,
authorities in Germany can impose civil
penalties of up to EUR 500,000. It is also
possible to exceed this limit if that would

be the only way to exceed the economic
benefit derived from the violation
Administrative penalties in Italy have a
maximum fine of EUR 500,000, confiscation
of the goods unlawfully exported/imported,
and/or suspension or revocation of licenses
and other permits held by the company.s

In Spain, civil fines can be the greater of 10
per cent of the total annual turnover of the
obliged party, twice the economic content
of the transaction, five times the amount of
the profits derived from the infringement,
where such profits can be determined, or
EUR 10 million.5* The maximum civil penalty
in the UK is GBP 1 million (EUR 1.2 million) or
50% of the value of the breach, whichever

is greater. A deduction of usually between
30 - 50% of that determined amount can
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be made for voluntary disclosure, varying
based on the severity of the case . Civil
penalties have been made on a strict
liability basis since June 20225 - meaning
that liability is established with the action
itself and without the need to prove intent
or fault. In the US penalties under civil law
can be up to the higher of either twice the
value of the transaction that underlay the
violation or a sum of approx. USD 350,000
per violation.5” France and Switzerland®®
do not have civil penalties for sanctions
violations.

The EU's 2024 Directive will require
Member States to criminalise a range

of conduct relating to the violation and
circumvention of EU sanctions, including
failing to freeze assets, providing prohibited
or restricted economic and financial
services, transferring funds that should be
frozen to a third party or providing false
information to conceal funds that should
be frozen ? It also requires the institution
of ‘effective, proportionate and dissuasive
criminal penalties’ for those offences and
sets a range of imprisonment maximums
that should be established in the law
dependent on the type and severity of the
breach®® and penalisation of legal persons,
such as companies. Legal persons will need
to be penalised in fines totalling at least

a maximum of 5 % of the total worldwide
turnover or an amount corresponding to
EUR 40 million.®*

ENFORCEMENT ACTIONS

Enforcement actions are not universally
reported on across the jurisdictions looked
at. Examples where there is information on
amount of enforcement actions in relate to
sanctions violations include:

In Germany, three apartments and
one bank account belonging to a
Duma deputy and his wife were
seized in 2022. The bank account
kept on receiving the profits from
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the rent of the apartments despite
the sanctions, which triggered an
investigation from the Bavarian
authorities.®2 A Northern German
company was fined EUR 1.3 million
in March 2023 for selling a machine
to Russia, thereby violating the
sanctions.®3

Switzerland has reported on
enforcement actions in relation
to the Russian sanctions: as of
July 2024, 50 investigations into
possible violations had been
opened, 15 of which had been
confirmed breaches and led to
penalties

The UK's OFSI reports on actions

it has decided to publicise as part
of its sanctions enforcement. As

of October 2024 ten actions are
listed, with the latest being from
September 2024.% The website
highlights the company hame,
sector, the penalty applied and the
regulations in question.%®

As of October 2024, the US' OFAC
Enforcement Actions webpage
notes 273 recent actions, with
details provided of the sanctions
regime violated or suspected of
having been violated, judgements
or settlements and amounts
involved.®”

The current state of sanctions enforcement
in key jurisdictions reveals a mixed picture.
While steps are being taken toward more
unified and comprehensive enforcement,
significant differences in approach and
legal frameworks remain. It is also unclear
the extent to which enforcement is taking
place in practice, with few jurisdictions
comprehensively reporting on amounts of
enforcement actions taken, against whom
and for what.
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CHALLENGES IN SANCTIONS
ENFORCEMENT

Beyond these differences in legislation,
policies and institutions used to address
sanctions evasion, there are also several
factors that can often complicate the
enforcement of sanctions and which need
to be addressed in order to ensure that
sanctions can be successfully enforced.

HIDDEN OWNERSHIP STRUCTURES

Designated individuals and entities

can benefit from disguised or hidden
ownership structures to evade sanctions.
Examples from several jurisdictions exist
of sanctioned individuals using complex
systems of shell companies and trusts to
hide money or asset ownership, that would
otherwise be subject to sanctions.®®

TRANSFERS TO FAMILY MEMBERS AND
CLOSE ASSOCIATES

The transfer of assets to family members
before sanctioning, or of hidden assets
after sanctioning, is another technique

that has been used to evade sanctions by
designated individuals. This can be done
through directly transferring the asset, such
as putting property in a family member or
associates name before designation, or
through registering companies and trusts in
their names.%°

AVOIDING DECLARATION THRESHOLDS

A further technique used to evade
sanctions is to reduce ownership to

levels that do not require automatic
reporting. This could be, for example,
reducing company ownership to below
levels required for declaring owners, with
remaining shares being transferred to
associates, family members or further shell
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companies ultimately controlled by the
sanctioned individual.”®

REMOVAL TO PERMISSIVE JURISDICTIONS

Persons subject to sanctions may also
attempt or be able to move assets which
should be subject to sanctions in one
Jjurisdiction to another with either higher
levels of secrecy to further disguise
ownership or where sanctions are not in
place’

LITIGATION

Although not only a tool of sanctions
evasion, litigation can also be used as a
tool by sanctioned individuals to avoid
their assets being frozen under sanctions
regimes. In particular this can be the

case when sanctioned persons deploy
litigation against journalists or civil society
investigating potential sanctions evasion.
The use of strategic lawsuits against public
participation (SLAPPs) can deter journalists
from publishing stories on sanctions
evasion, thereby giving sanctioned persons
more room to hide assets.”2

COMPLEXITY

Several professional consulting agencies
have highlighted that the complexity of
sanctions regimes and the changes made
to sanctions, as well as the difficulties in
operating across different names, naming
conventions, alphabets and languages as
challenges in enabling them to effective
implement sanctions.”3
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THE RUSSIAN ESCAPE INVESTIGATIONS

Between autumn 2022 and June 2023 CiFAR and European Investigative Collaborations,
with the support of OCCRP and thanks to IJ4EU and the National Endowment for
Democracy, coordinated the Russian Escape investigations into how far sanctions applied
against Russian individuals following the invasion of Ukraine were being effectively
implemented in Europe.

These sanctions are designed to prevent designated persons or entities from using their
assets - be it money, property, cars or yachts - or transferring them overseas. In effect,
freezing in place all assets of designated individuals and entities until the sanctions are
lifted. CiFAR's previous work on sanctions, however, led us to believe that implementation
of these sanctions might not be effective or that loopholes in the frameworks may be
allowing sanctioned persons to escape designations.

The investigations, published by Mediapart (France), Info Libre (Spain), and Domani

(Italy), showed that it is likely sanctions are in several cases failing to fulfil their purpose.

A particular problem in this is the ongoing use of assets supposed to be frozen and the
transfer of other assets to family members before designation. The investigations also
demonstrated the high levels of discrepancy between European countries in how frozen
assets are publicly reported — making it harder for journalists, civil society and citizens to
monitor sanctions implementation. In doing so, our investigations for the first time identified
the EUR 3 billion in assets currently frozen in Italy and Spain under the Russian sanctions.

Read more: cifareu/russianescape
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SANCTIONS ENFORCEMENT AND
ASSET RECOVERY

Despite these challenges, when done right,
enforcing sanctions can also be a tool for
asset recovery. Specifically, the question
of whether fines for sanctions breaches
should have a direct link to asset recovery
or reparations for the victims of harm or
corruption has been considered in recent
years.

The strongest argument for a link between
sanctions enforcement and reparations
has been made in the context of the
Russia sanctions and the victims of Russian
aggression in Ukraine. Work by Redress,
amongst others, has argued that fines
imposed by UK agencies in relation to
sanctions on Russian oligarchs should be
directed to Ukraine reconstruction funds
rather than being kept by the UK74

»

Case study: Petr Aven
enforcement action in the UK

In July 2024, the UK's National
Crime Agency (NCA) reported

that it had recovered almost GBP
800,000 (circa USD 1 million) after
an enforcement action in relation
to the sanctioned Petr Aven. Aven
was sanctioned in March 2022 for
his alleged support for the Russian
government in his role as a director
of Alfa Bank (Russia) and his
alleged ties to Putin. Shortly before
the UK announced sanctions
against him, the GBP 800,000 was
transferred to a UK bank account
controlled by Aven's assistant. The
NCA argued that this was designed
to circumvent anticipated sanctions
and recovered the money.”s

After recovery, UK authorities are
understood to be transferring the

2
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money to the UK's Asset Recovery
Incentivisation Scheme (ARIS),
which distributes recovered
assets to the agencies involved
and UK central government.
Redress argued that these funds
should be then reallocated from
ARIS to survivors in Ukraine.

Their suggestion is to consider
transferring the funds to one

of three specific funds that the

UK is already supporting,’® after
consultation with persons “working
within the existing reparation
landscape for Ukraine, survivors
and civil society"””

Case study: US transfer of
forfeited funds to Ukraine

In May 2023, US Attorney General
Merrick Garland authorised the
transfer of USD 5.4 million from the
US to Ukraine in assets forfeited
from Konstantin Malofeyev.
Malofeyev is a media tycoon

who is strongly believed to have
provided financing for both the
2014 uprisings in Ukraine and
2022 Russian invasion. He has
been under sanctions by Western
governments since 201478

The US alleged that Malofeyev
tried to evade US sanctions
through working with co-
conspirators to clandestinely
purchase media organizations

in Europe. Authorities traced this
sanctions evasion to a US financial
institution bank account and seized
the money. Rather than keeping the
seizure, the US decided to transfer
the money to the reconstruction of

N,
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Ukraine, arguing that this would be
the first of several such processes
for sanctions evasion.7®

Outside of the context of Russia however
and this has not seen a large debate. It

is missing in particular from discussions

on anti-corruption sanctions, where fines
imposed and assets confiscated due

to sanctions breaches could be part of

a process of repatriating assets to the
country where the corruption occurred and
compensating the victims of that corruption.
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Several jurisdictions have sanction regimes and enforcement laws and policies in place
for those sanctions. This section provides a detailed look at how this is done in jurisdictions
that have played a particularly important role in the recent sanctions imposed after the
Russian invasion of Ukraine.

Looking at institutions, penalties and enforcement actions, it provides detail on how
sanctions are enforced and the consequences for sanctions evasion in Canada, France,
Germany, ltaly, Spain, Switzerland, the UK and the US. It also includes detail on the 2024

EU reforms to sanction enforcement.

CANADA

Institutions

Canada has enacted legislation authorizing
the imposition of sanctions by its Ministry
of Global Affairs, through the United
Nations Act, and its autonomous sanction
legislation: the Special Economic Measures
Act, and the Justice for Victims of Corrupt
Foreign Officials Act &

The United Nations Act® allows Canada to
implement sanctions issued by the UN. The
Special Economic Measures Act® enables
Canada to impose sanctions in response to
serious breaches of peace, security, human
rights, or to an act of corruption by officials
from a foreign state, or to a call from an
international organisation to take economic
measure against a foreign state. Since 2017,
Canada can further implement targeted
sanctions under the Justice for Victims of
Corrupt Foreign Officials Act,® Canada's
version of the Magnitsky Act, against
individuals who are involved in serious
human right abuses or in acts of significant
corruption. The sanction regimes provide
for asset freezes and other measures.
Additionally, the Freezing Assets of Corrupt
Foreign Officials Act® can be used to provide
a form of assistance to another State —that
is, to freeze the assets of certain politically
exposed persons at the request of another
country going through a political crisis.
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The implementation of international
sanctions in Canada is established under
the Proceeds of Crime (Money Laundering)
and Terrorist Financing Act (PCMLTFA) and
administered by the Financial Transactions
and Reports Analysis Centre of Canada
(FINTRAC). This agency produces strategic
intelligence on the nature and scope of
money laundering and terrorist activity
financing. Every reporting entity in the
financial sector is required to report any
suspicious transaction to FINTRAC&

The Royal Canadian Mounted Police
(RCMP) and the Canada Border Services
Agency enforce sanctions and associated
regulations, with prosecutions conducted
by the Public Prosecution Service of
Canada ("PPSC").86 The creation of a
Canadian Financial Crimes Agency has
been a project of the Liberal Party and
should be implemented before 202587

Penalties

Violating Canadian sanctions is a criminal
offense. Under the United Nations Act, the
penalties for a summary conviction include
a fine of up to CAD 100,000, a prison term
of up to one year, or both. If convicted

on indictment, the maximum penalty is

a 10-year prison term. Under the Special
Economic Measures Act and the Justice
for Victims of Corrupt Foreign Officials
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Act, a summary conviction can result in

a fine of up to CAD 25,000, a prison term
of up to one year, or both. A conviction on
indictment carries a maximum prison term
of five years.8®

Reporting a potential sanction evasion
offence is mandatory for reporting entities,
for example financial entities, money
service businesses, securities dealers, real
estate brokers, and accountants. Non-
compliance can lead to administrative or
criminal penalties. Criminal penalties with
fines from CAD 250,000 to CAD 2,000,000
and/or imprisonment from two years less a
day to five years can be imposed for non-
compliance with a sanctions regime under
the PCMLTFA. Administrative penalties

can also be imposed and range from CAD
1 per violation for minor violations to CAD
500,000 per violation for serious violations 8

In July 2024 Canada established a civil
enforcement regime outside of the criminal
process, in order to lighten procedures
and increase successful seizures.® It
provides for Administrative Monetary
Penalties in certain circumstances for
violations under any of the three sanction
regimes. These can range from CAD 1 for
minor infringements to CAD 500,000 and
are brought by the Financial Transactions
and Reports Analysis Centre of Canada
(FINTRAC).#*

Enforcement actions

Although Canada has recently
strengthened its legislative framework, it
has been said to be largely unsuccessful
in effectively investigating, charging and
prosecuting sanctions violations.?

The most recent amendment of the
Proceeds of Crime (Money Laundering) and
Terrorist Financing Act constitutes a step
towards greater sanctions enforcement

as it aims to establish a civil enforcement
system for sanction violations. More
specifically, it provides for mandatory
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reporting on suspected sanctions evasion
for prescribed entities, importers, exporters
and those financing import/export
transactions. The Government has also
amended the Criminal Code, reducing the
prosecution’s evidentiary burden when
prosecuting money laundering charges
(which may be tied to sanctions evasion).
Lastly, this amendment enforces the
obligation to report property owned, held
or controlled by a designated entity).93 As of
January 2024, all companies are required to
disclose beneficial ownership information,
some of which can be available online.®*
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FRANCE

Penalties

Institutions

The Ministry of Economy and Finance

is responsible for taking decisions to
prosecute cases where sanctions are
breached and will direct the case to the
competent Prosecutor, with the Directorate
General of the Treasury Department
responsible for managing economic and
financial sanctions.

The Monetary and Financial Code provides
a framework for asset freezes and penalties
in case of sanction breaches. Pending
proceedings, the Ministry of Economy and
Finance can, under Article L.562-3, order the
freezing of assets belonging to individuals,
legal entities or organizations which have
either committed, or are committing,

or which finance or support UN or EU
sanctions breaches, as well as individuals,
legal entities or organisations which
facilitate or participate in breaches. They
are also able to freeze assets belonging to
legal entities directly or indirectly controlled
by involved individuals under Article L.562-
3%

When it comes to Russian oligarchs’ assets,
a designated task force was created

in 2022, comprising of the Directorate
General of Public Finances, the Financial
Intelligence Services (Tracfin), the Treasury,
and Customs, in order to freeze and

seize assets of targeted individuals.®” The
Ministry of Economy and Finance and the
Ministry of Justice were tasked under this
with identifying legal opportunities for
confiscation of those assets.®
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Avoiding or circumventing sanctions is

a criminal matter in France. In case of a
violation of an international restrictive
measure, penalties can total up to 5 years
imprisonment, confiscation of the goods
and means of the offence and fines up to
twice the amount of the asset or EUR 5
million.®® For legal persons, it can be up
to 10 times the amount of the transaction
and trigger a prohibition to conduct the
activity.1o°

Enforcement actions

The Treasury's Directorate General, under
the authority of the Ministry of Economy
and Finance, maintains an accessible list of
all persons, entities and vessels'®* subject
to asset freezes. However, it is not possible
to determine with precision the rate of
sanctions enforcement in France,**? as
authorities do not communicate on cases.
Convictions for violations of EU restrictive
measures are still rare.°3

France uses criminal and civil forfeiture
laws to seize and confiscate.’** These
actions are more effective when they are
combined with domestic criminal charges:
an example being the action against Viktor
Rachnikov's villa, which he acquired through
a complex scheme and which was frozen
following accusations of tax avoidance in
France.°s

In a 2023 study on the enforcement of
sanctions against Russian oligarchs, and
after a freedom of information request,
Transparency International received
information from French authorities
revealing that 1.3 billion euros in assets had
been frozen.*®
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LIVING IN LUXURY: HOW FAMILIES OF RUSSIAN OLIGARCHS ESCAPE WAR
SANCTIONS IN FRANCE

This story explores how the assets related two key persons closely related to
Putin remain in use, due to their ownership by family members, and the raises the
broader questions of whether EU sanctions are providing a loophole for oligarchs
through the use of family assets.

The villa of Evgeny Zubitskiy, CEO and majority shareholder of IHM, was placed
under sanctions by the European Union (EU) on 8 April 2022, because the
company is a major “source of revenue” for the Russian government. However his
brother, Andrey Zubitskiy, can continue to enjoy Villa Della Robbia in full legality.
He has not been placed under sanctions, even though he is involved, alongside
his brother, in the management of IHM.

In 2016, the daughter and ex-wife of Dmitri Peskov, one of Vladimir Putin's most
loyal followers, bought a luxury flat in Paris for €1.77 million, including €477.000
lent by a Russian state-owned bank and €1.3 million paid in cash. On 8 March
2022, eight days after Dmitri Peskov was placed under sanctions, his daughter
Elizaveta sold her 25% stake in Sirius, the company that owns the Paris flat, to her
mother for just 250 euros. This transfer was made two months before Elizaveta
Peskova was herself placed under European sanctions on 3 June 2022. Her
mother is the only member of the family not to have been sanctioned.

Read the full investigation here.
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GERMANY

Institutions

For companies, banks, and insurance
providers based in Germany, compliance
with EU laws and restrictions is supervised
by the German Federal Financial
Supervisory Authority (BaFin). The BAFA
(the federal office of economics and Export
Control, under the Federal Ministry for
Economic Affairs and Climate Action) is
responsible for the application of trade laws
and implementation of the sanctions. For
sanctions violations, the public prosecutor’s
office is responsible for investigation and
prosecution.**”

A designated office within the Ministry

of Economy for the implementation of
sanctions in Germany was created in
2023. The Central Office for Sanctions
Enforcement in Germany (Zentralstelle
fur Sanktionsdurchsetzung) has the
mission of coordinating the work of

the authorities and institutions around
sanctions enforcement and investigating
frozen assets and enforcing asset
freezing orders.’*® The Zentralstelle fur
Sanktionsdurchsetzung was established
through the 2022 Sanctions Enforcement
Law Il (Sanktionsdurchsetzungsgesetz 11).°9

At the level of the G7, the Enforcement
Coordination Mechanism (ECM) established
a working group to coordinate the fight
against sanctions evasion.*°

Penalties

Violations of EU Sanctions can be punished
as administrative or criminal offences. For
intentional breaches of sanctions, prison
sentences range from 3 months to 10
years, with a broader understanding of
intentionality in German law than exists

in, e.g. the US definition. For sanctions
violations based on negligence, civil
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penalties of up to EUR 500,000 are
possible, if rarely applied. It is also possible
to exceed this limit if that would be the
only way to exceed the economic benefit
derived from the violation.**

Legal persons can also be fined when

a manager is directly responsible for

the violation or where supervisory or
organizational culpability is involved. In
the case of an intentional violation, the
maximum fine is EUR 10 million euros;

for negligence, the limit is set at EUR 5
million euros, with EUR 1 million euros for
breaches of supervisory duty. Profits from
the transactions that violate sanctions can
be appropriated by authorities

Enforcement actions

The Sanctions Enforcement Law |
(Sanktionsdurchsetzungsgesetz 1),
adopted in May 2022, gave more power
to the competent authorities (Deutsche
Bundesbank, BaFin, FIU, Customs, BAFA),
in terms of sanctions enforcement. It also
provided for a reporting obligation of all
assets subject to sanctions.3

The Sanktionsdurchsetzungsgesetz ||
foresees the establishment of a partly
public register of sanctioned persons and
entities, and their properties, as well as
other transparency measures. It also places
more scrutiny on real estate transactions
and ownership, by flagging unclear
beneficial ownership and providing for more
transparency more broadly.*

Enforcement of sanctioned Russian
individuals” assets took place in 2022, when
three apartments and one bank account
belonging to a Duma deputy and his wife
were seized. The bank account kept on
receiving the profits from the rent of the
apartments despite the sanctions, which
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triggered an investigation from the Bavarian
authorities.™s In 2023, approximately EUR
5.25 billion worth of assets were frozen®®
out of the EUR 25 billion that could
potentially be frozen, according to the news
agency Spiegel.* In terms of company
scrutiny, a Northern German company

was fined EUR 1.3 million in March 2023

for selling a machine to Russia, thereby
violating sanctions.*®
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ITALY

Institutions

The Committee for Financial Security
(Comitato di Sicurezza Finanziaria — CSF),
which was created in 2007 and is part of the
Ministry of Economic and Financial Affairs, is
the responsible authority for implementing
international financial sanctions and asset
freezes in Italy, as well as coordinating

the work of the different government
agencies.®o

The Italian Financial Intelligence Unit works
as an autonomous body of the Bank of

Italy and collects information on assets and
resources held by designated individuals
and their status. The Guardia di Finanza
(Financial Police) of the Minister of Economy
and Finance is primarily responsible for
investigating financial sanctions-related
violations and has additional investigative
responsibilities in terms of anti-corruption
and financial crime. Both the FIU and
Guardia di Finanza are part of the
Committee for Financial Security, along with
public bodies, customs, and the police 2

Companies are held directly liable for
crimes committed on behalf or for the
benefit of the company, and by the
individuals that represent or manage

the entity, under Legislative Decree No.
231/2001 on corporate liability (“Law 231").
Sanctions evasions can be part of the
offences that will trigger this liability.*»

Penalties

Both administrative and criminal penalties
are possible for sanction violations.
Administrative penalties have a maximum
fine of EUR 500,000, confiscation of the
goods unlawfully exported/imported, and/
or suspension or revocation of licenses

and other permits held by the company.
Criminal penalties, for intentional violations
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can lead to imprisonment of up to six years
and criminal pecuniary fines of a maximum
of EUR 250,000.1%

Legal persons can also be held directly
liable for specific “crimes committed on
behalf of, or for the benefit of, the company
by individuals representing or managing the
company.™ Liability is triggered under Law
231 when intentionally perpetrated by three
or more individuals (a “conspiracy”) and
when done on behalf of or for the benefit of
the company. Penalties reach a maximum
fine of EUR 1.5 million (with increases under
certain circumstances), and the imposition
of measures that can restrict the operations
of the company, for example revocation of
licences.>

Enforcement actions

The Guardia di Finanza have seized a
number of real estate properties, yachts,
Jets, luxury cars and companies owned or
controlled by EU designated persons, to
a value of approximately EUR 2.7 billion.*s
The Italian FIU publishes an annual report,
detailing past actions. The 2023 report
announced investigations into potentially
illicit flows to Russia via third parties.*2
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ASSETS FROZEN IN ITALY

Frozen assets identified in Italy for the first time through this investigation amount
to just over two billion euro — or 10% of the EU total frozen assets. The list of frozen
assets includes yachts, five planes, eight companies and over a hundred real
estate properties, as well as hundreds of thousands of euros deposited in current
accounts and many other asssets. These are the assets that, from February 2022

to date, have been frozen by the Italian authorities relating to 24 Russian citizens
and four companies.

Some valuable frozen assets include: SY A (a yacht) worth EUR 530 million, which,
according to the Italian authorities, belongs to Andrey Melnichenko, former
owner of the Eurochem (fertilisers) and Suek (coal) groups; The Scheherazade (a
yacht), which cost EUR 650 million, is, according to some press reports, formally
attributable to Eduard Khudaynatov, a historical collaborator of Vladimir Putin,
former CEO of the state giant Rosneft, now owner of the private Independent
Oiland Gas Company; a real estate property (estimated value €1.2 million) in the
name of Musa Bazhaev, a businessman active in the mining sector; and assets
attributable to Vladimir Putin's friend Boris Rotenberg: real estate (worth €3.6
million) in Costa Smeralda and 50 per cent of Aurora 31 Srl, a company that owns
the hotel of the same name located in Rome, a few metres from Via Veneto. Both
properties attributed to Boris Rotenberg are formally registered in the name of the
Cypriot company Logotax Developments Limited.

Read the full investigation here.
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SPAIN

Institutions

The regulation of international financial
sanctions takes place through Law 10/2010
of 28 April on the prevention of money
laundering and terrorist inancing and in
Royal Decree 304/2014 of 5 May, which
approves the Regulation of Law 10/2010

of 28 April on the prevention of money
laundering and terrorist financing.*?”

The Commission for the Prevention

of Money Laundering and Financial
Infringements (Spain's Financial Intelligence
Unit - so-called the "SEPBLAC"), within

the Ministry of Economy, is responsible for
monitoring compliance with international
sanctions, along with the Bank of Spain, the
National Securities Market Commission, and
the General Directorate of Insurance and
Pension Funds. The General Secretariat of
the Treasury and International Finance is to
be notified in case of infringement and can
proceed to the freeze of the corresponding
assets, through the General Sub-Directorate
of Inspection and Control of Capital
Movements.:2®

The Police and Guardia Civil can as well
investigate sanctioned entities and inform
the Public Prosecutor's office which can
take the decision to seize the assets in case
of infringement.*® The Spanish Treasury
must be notified of any transfer of more
than 100 000 EUR originating from a legal
entity based in the European Union and
owned directly or indirectly by Russian

or Russian-based legal person, entity or
body, as well as from a financial or credit
institution.*3°

Penalties

For cases of non-compliance with
financial targeted sanctions (asset freeze
measures and the prohibition on making
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funds or economic resources available to
designated parties), fines can be up to the
greater of 10 per cent of the total annual
turnover of the obliged party, twice the
economic content of the transaction, five
times the amount of the profits derived
from the infringement, where such profits
can be determined, or 10 million euros.*3

While implementation of the criminal
penalties for sanction evasion is limited,
Spanish law provides civil penalties for both
natural and legal persons, which include
fines and the seizure of the instrument or
products of the crime, and prohibitions

to obtain public aid, social welfare, tax
incentives,3?2 among other benefits, as well
as public or private reprimands and the
revocation of any managerial position or
authorisation to operate.'s3

Enforcement actions

In early 2023, Transparency International
sent information requests to many Western
countries about their enforcement actions
regarding Russians oligarchs’ assets.
Neither the Spanish Ministry of Interior nor
the Presidency provided data on asset
freezes or the number of individuals or
entities penalised for sanction violations.*4
Although Spain has been pointed out as not
being as active in enforcing international
sanctions, there has been improvement

in regards to the Russian sanctions, as
multiple oligarchs’ assets have been

seized and exports more closely closely
scrutinized.®3®
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ASSETS FROZEN IN SPAIN

Over 1 billion euros in assets have been frozen in Spain, reported for the first
time by InfoLibre as part of the #RussianEscape investigations. This includes real
estate, yachts, airplanes and bank accounts and relates to 24 oligarchs and their
families. Assets also include a company owned by Russia’s Ministry of Transport.

As with ltaly, the most valuable assets frozen in Spain are yachts - valued at over
800 million euros. This includes the Lady Anastasia, owned by Alexander Mikhiv,
CEO of the state arms export agency Rosoboronexpor; the Valerie, owned by
Sergei Chemezov, head of Rostec; and the Sasha Primero and the Neva Primero,
both owned by Vladislav Reznik, president of the Rus insurance company.

Another key part of the sanctioned assets are properties, many in the most
exclusive communities on the Mediterranean coast. This includes 15 properties
that have been seized relating to Igor Vladimirovich Lebedev, vice-president of
the Duma, and five relating again to Sergei Chemezov.

Many of these properties have been hidden behind company ownership structure
and InfoLibre's investigation has identified several properties relating to close
family of sanctioned persons that have not yet been frozen.

Read the full investigation here.
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SWITZERLAND

Institutions

Switzerland's sanction regime is governed
by the Federal Act on the Implementation
of International Sanctions*3® which
authorises the government to impose
measures following those imposed by
the UN, the OSCE or the EU. Although
Switzerland is required to implement the
UN measures, it has no legal obligation to
adopt EU sanctions.*s”

The State Secretariat for Economic Affairs
("SECO") is the main authority in charge

of the implementation of international
sanctions, under the responsibility of the
Federal Council. This includes economic
sanctions, trade restrictions, and financial
sanctions such as asset freezes. It ensures
that Swiss entities comply with sanctions
regulations, including monitoring and
enforcing compliance. SECO has the
authority to investigate and take action
against breaches of sanctions. This can
include imposing fines, ordering corrective
measures, or referring cases to criminal
prosecution when necessary.’*® SECO
collaborates with other government bodies,
such as Customs and border control,

Civil Aviation and the State Secretary for
Migration.139

Penalties

Any breach - intentional or not - constitutes
a criminal offence under Swiss law.
According to Article 9 of the Federal Act

on the Implementation of International
Sanctions,° intentional sanctions violations
can lead to penalties of up to one year's
imprisonment or a fine of up to CHF
540,000 (EUR 576,000). In serious cases,
the penalty is up to five years imprisonment
or a fine of up to CHF 1 million (EUR 1
million). In particularly serious cases, SECO
may refer the matter to the Office of the
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Federal Prosecutor. Failure to comply with
an obligation to declare may result in a
fine of up to CHF 100,000 (EUR 100,000).
A violation by negligence can be punished
of up to CHF 100,000 (EUR 100,000) fine
(Article 10).

Enforcement actions

SECO publishes lists of sanctioned
individuals and entities*42 and provides an
online search tool3 With regard to the
Russian sanctions, one of the key financial
measures of the Ordinance related to the
Situation in Ukraine is the ban on accepting
deposits in excess of CHF 100,000 from
Russian nationals, natural persons resident
in the Russian Federation or banks,
companies or organisations established
there.44

In July 2023, authorities launched an
investigation into possible evasion of
sanctions by a Geneva-based oil trader
Paramount.s As of the 31 December 2023,
the value of assets frozen in Switzerland
as a result of the sanctions against Russia
amounted to CHF 5.8 billion (EUR 6.1
billion), in addition to 17 properties, sports
and luxury cars, works of art, furniture
and instruments belonging to individuals,
companies or entities affected by the
sanctions.4®

After being criticised for their reluctance
in implementing sanctions against Russia
in 2023,%47 SECO set up a special unit to
investigate and enforce sanctions linked
to the situation in Ukraine.#® As of July
2024, Swiss authorities had opened 50
investigations into possible sanctions
violations, 15 of which had been confirmed
as breaches and led to penalties.4°
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The SECO has also made available an
online support guide to interpreting
sanctions and their application, since
August 2024.15°
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UNITED KINGDOM

Institutions

Financial sanctions are implemented

by the Office of Financial Sanctions
Implementation (OFSI) and jointly enforced
by OFSI and the National Crime Agency
(NCA). The NCA has the power to institute
criminal proceedings to enforce sanctions
compliance.’s

UK authorities have increased interagency
cooperation around sanctions enforcement
in recent years, with increases in
investigations and larger fines imposed 52
A part of this has been increased
resourcing of OFSI, with the enforcement
and investigations team doubling in size

in 2022 and proactive encouragement of
complaints and whistleblowing 53 There
has also been increased attention paid to
investigative journalism around sanction
breaches by UK sanctions enforcement
institutions and enhanced cooperation with
the US4

Penalties

Violations of financial sanctions have
differing levels of penalties. Criminal
charges can be brought for sanctions
breaches, which can result in up to 7 years
imprisonment and / or an unlimited fine.’5

OFSI can also impose civil, financial
penalties in the case of sanctions breaches.
The maximum penalty is GBP 1 million
(EUR 1.2 million) or 50% of the value of

the breach, whichever is greater. Starting
from the maximum, OFSI determines

a penalty based on the standards of
reasonableness and proportionality based
on the seriousness of the case. It can be
anywhere from the maximum to zero. A
deduction of usually between 30 - 50%

of that determined amount can be made
for voluntary disclosure, varying based on
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the severity of the case.s® Civil penalties
have been made on a strict liability basis
since June 2022%7 - meaning that liability
is established with the action itself and
without the need to prove intent or fault.

Enforcement actions

The OFSI website includes a list of
enforcement actions that OFSI has decided
to publicise. Ten are listed as of October
2024, with the latest being from September
2024.15% The website highlights the company
name, sector, the penalty applied and the
regulations in question.

The largest penalty listed is against
Standard Chartered Bank in 2020 for the
amount of GBP 20.47 million (EUR 24.5
million) in relation to the Ukraine sanctions
of 2014.1%9 An April 2024 report of the UK
Parliament's Foreign Affairs Committee
indicates that the UK government expects
investigations into potential breaches of
the 2022 Russian sanctions “to come to
fruition in 2024, possibly resulting in further
monetary penalties."°
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UNITED STATES

Enforcement actions

Institutions

The US Department of the Treasury’s
Office of Foreign Assets Control (OFAC)

is responsible, and actively takes action,
against persons suspected of sanctions
violations. While the largest fines it

has issue have been against financial
institutions, it also takes actions against
companies, manufacturers and other
sectors where sanctions violations happen.
It has a mandate to also prosecute non-US
companies and banks that use US financial
institutions for payments that related to US
sanctions. ¢

The Department of Justice has then
responsibility for the prosecution of
criminal sanctions offences. The United
States Department of Commerce Bureau
of Industry and Security (BIS) also plays a
role in enforcing sanctions as they relate to
export controls.*2

Penalties

Criminal and civil penalties exist for
sanctions violations. Intentional sanctions
violations can result in up to USD 1 million
per violation and/or up to 20 years'
imprisonment in the case of individuals
under criminal law. Penalties under civil law
can be up to the higher of either twice the
value of the transaction that underlay the
violation or a sum of approx. USD 350,000
per violation 3

Non-financial penalties are also possible
for legal persons. This can include a
requirement to conduct audits or submit
reports to compliance programmes. It can
also include publication of the violation

by OFAC, which can have consequences
for the individual and company involved in
terms of reputation and may make dealing
with financial institutions more challenging
due to an increased risk profile.*4
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The United States is reputed to have

the “longest and deepest history of
aggressively enforcing its sanctions laws
against companies and other parties that
violate sanctions” %

As of October 2024, the OFAC Enforcement
Actions webpage notes 273 recent actions,
with details provided of the sanctions
regime violated or suspected of having
been violated, judgements or settlements
and amounts involved *%®

Despite strong institutional support
however, the US architecture for providing
information around potential sanctions
violations suffers from weaknesses.
Beneficial ownership information in
particular is not readily available: the US
beneficial ownership registry was only
established on 1 January 2024 and will not
be publicly available.’” Trusts however will
now be required to report on beneficial
ownership to authorities if they are
classified as a reporting company under the
Corporate Transparency Act, which went
into effect in 20248

o




EUROPEAN UNION

On the 19 May 2024, the EU's new rules on sanctions enforcement entered into
force 9 Directive (EU) 2024/1226 of the European Parliament and of the Council
of 24 April 2024 on the definition of criminal offences and penalties for the
violation of Union restrictive measures and amending Directive (EU) 2018/16737°
- the so-called Sanctions Enforcement Directive - will require EU Member States
to bring in a range of measures to strengthen enforcement of sanctions by the 20
May 2025.

The Directive requires Member States to criminalise a range of conduct relating to
the violation and circumvention of EU sanctions, including failing to freeze assets,
providing prohibited or restricted economic and financial services, transferring
funds that should be frozen to a third party or providing false information to
conceal funds that should be frozen.*”*

It also requires the institution of ‘effective, proportionate and dissuasive criminal
penalties’ for those offences and sets a range of imprisonment maximums that
should be established in the law dependent on the type and severity of the
breach.”2 It further requires penalisation of legal persons, such as companies,
and includes, for the majority of offences, that legal persons receive fines
totalling at least a maximum of 5 % of the total worldwide turnover or an amount
corresponding to EUR 40 million.*3

The new directive also includes provisions that relate to asset recovery and
enforcement. Asset recovery is linked through reference to confiscation of
instrumentalities and proceeds resulting from the criminal offences listed in
Articles 3 and 4 and to the EU’s Asset Recovery directives. In this regard the
new 2024 Asset Recovery Directive also includes crimes listed in the Sanctions
Enforcement Directive within its provisions.74

With regards to enforcement, it requires EU Member States to designate an
authority responsible for coordinating with other European law enforcement
bodies responsible for implementing EU sanctions and for cooperation between
Member State bodies and European law enforcement agencies, such as Europol
and the European Public Prosecutor's Office (EPPO) 176

Discussion has also taken place in the EU around extending the mandate of

the 2021 established EPPO to also allow it to take up cases of violations of EU
restrictive measures. While there has been some support for this, unanimity
across all EU Member States is required and no action has been taken to extend
the EPPO’s mandate to include this yet.7°
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CONCLUSIONS

This report has highlighted several
important elements when it comes to the
enforcement of sanctions through both

a review of the literature and through
reviewing the institutions, penalties and
actual enforcement of sanctions across
jurisdictions in Europe and North America.

As in previous work we and others have
carried out, it has reiterated the importance
of linking sanctions to asset recovery:

when sanctions are placed on persons or
entities who are believed to be involved in
corruption and the misappropriation of state
funds, sanctions should not be the end
goal of themselves. Rather, there should be
consideration of whether originating crimes
could be prosecuted or whether crimes
occurred in the introduction of those assets
into the sanctioning jurisdiction.

For that to be a consideration, sanctions
need to be effectively implemented

and enforced. States are likely to find
challenges in this enforcement due to

the methods sanctioned persons go to in
order to disguise ownership so that they
can continue to use assets that should be
frozen or seized. This includes techniques
similar to those used by corrupt actors in
hiding money more broadly, such as using
disguised ownership structures, transferring
assets to non-sanctioned family members
and associates prior to designation, avoiding
thresholds for automatic declarations /
suspicious transaction reports, and removal
of assets before designation to jurisdictions
unlikely to sanction.””” An additional
challenge may come from complexities
within sanctioning regimes and changes

to those regimes, making it harder for
private actors to effectively ensure assets
of designated persons are frozen’® and
from the abuse of legal tools to prevent the
media and civil society from investigating.7®
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Looking across the eight jurisdictions
considered, plus the upcoming EU reforms,
the current state of sanctions reveals a
mixed picture. While steps are being taken
toward more unified and comprehensive
enforcement, significant differences

in approach and legal frameworks

remain. It is also unclear the extent to
which enforcement actions are taking
place in practice, with few jurisdictions
comprehensively reporting on amounts of
enforcement actions taken, against whom
and for what.

Consequently, there is clearly more work
to be done in building strong processes
to effectively enforce sanctions across
key sanctioning jurisdictions. Without

a commitment to this, the imposition

of sanctions themselves and any
investigations into corruption risk being
paper tigers, as designated persons

and entities exploit loopholes and lax
enforcement to hide assets and to move
assets outside sanctioning jurisdictions.
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RECOMMENDATIONS

Ensure robust legislation and policies are in place that foresee, and address,
techniques used to evade sanctions, such as checking for and being able to
prosecute unexplained transfers of ownership or to other jurisdictions prior to
designation;

Properly resource and staff institutions responsible for enforcing sanctions and
implement requirements to report publicly and regularly on enforcement actions
taken;

Address the surrounding structures, including around secrecy in company
ownership, that undermine efforts to enforce sanctions through legislation, policy
and institutions;

Review legislation to ensure coherence with other jurisdictions’ sanction evasion
laws and policies and consider the introduction of civil enforcement routes, where
not currently existing;

Work with other jurisdictions, including those not sanctioning, to ensure that they
cannot be used as a safe haven for sanctions evasion;

Consider linking the imposition of fines and assets confiscated as part of sanctions
enforcement actions to the victims of crimes related to the sanction designation.
Where anti-corruption sanctions are in place, consideration should be given to the
disbursal of fines to the people of the country where the corruption occurred;

Review sanctions enforcement legislation and policy in light of the Civil Society
Principles on Sanctions and Asset Recovery and other best practice standards;

Address the use of strategic lawsuits against public participation (SLAPPs) and
implementing protection for journalists, civil society and citizen activists engaged
in public work from the threat of litigation, currently being used to avoid scrutiny
over actual and potential sanctioned assets.
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